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Aims of the CAST Project

CODA is a complex organic distributed architectwrech was used to deliver
intelligent to reconfigure the hardware compon@fta mobile network transparently.

CODA 4+ p CODA Operational
Data Lavers

Advicefilters Adwicefilters

Adviceis delivered Transparently
Tsing CODA adwice Filters

3 2O0DA Upper Layers
CoDA
Data
AdiiceMilters
S

The aim of the intelligence system was to delilerlest quality of service under a
variety of environmental conditions.
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CODA inthe CAST Project

CODA is made
up from five
interacting
layers

Each layer
contains roles
tasks and data
stores

The model is
drawn from
cybernetic,
cognitive
research and
knowledge
discovery
systems.
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The CAST
project sub-
system is made
up from three
layers of CODA.

In a full CODA

implementation
this sub-system
would interact

transparently with
every other part
of the network to

ensure a cohesive

and seamless
response to the
environment

Quiality of service involves identifying user trebbnehaviour over time as well
as immediate response to various environmentalitonsl



An overview of CODA Intelligence

CODA is a five layered architecture.

Each layer contains roles, cells, and memory.

Interaction between all components is managediteydi The
feedback loop ensures that the system is abledpt a0 the
environment intelligently
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An overview of CODA Intelligence

This overview shows the sub-system constructethiCAST project
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Component cells in the sub-system co-operate ta areebjective
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A CODA Sub-system

The Intelligence Cycle

1.identify

An intelligent system can identify
adapt and react to new threats and

Intelligence in opportunities in the environment
CODA
components
P 2. Learn
depends on . .

An intelligent system is able to target
the use of analyse, predict and control elements in
memory to the environment using a feedback loop.
adapt

3. Adapt

It is able to store information about th
environment and adapt to new
behaviours using structured memory
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The Demonstration Scenario

The Test Process

Complexity Type CODA Solution

Complex Data Tasks are organised by cells initiated by roles and
measured by CSFs

Complex _ :
Data Data is Restructured using CODA warehouses
according to viewpoint and layer
Complex Objectives are undertaken by subsystems and
Interactions managed via the feedback loop
Overall test Performance Improved
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Producing Test Data

A ‘real’ environment requires the expression ofdjrgroup and
location variables as a minimum.

Environmental conditions can be normal, threatppastunity.

Within this environment, variety in the group dimsem, expressed as
objects of interest, occurs in the users and.calls

Scenario for 3001/2003
Count of event | servicetype ]
event w | fax jpeg mp3 sms video voice wap wwey | Grand Total
start 795 805 BOO A07E BO3 43599 B5SY 501 14743
(5rand Total 795 805 BO0 A078) BO3 53599 BASY 501 14743

Calls originate from various users with differeyppés of mobile devices,
contracts and service requests. Users are at Hibf@BSC locations. Calls
occur over a timeband on a day-type, (the testrenmient only considers one
non-holiday weekday).
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CODA Cell

Feedback Loop

S

Filters
X/
Input l . Task
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Status

Log

Execution
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|

Output

CODA Cells are based on organic systems. Theyrarsqt with operational
parameters known as critical success factors aachtgsemi-autonomously unless

they cannot meet operating tolerances.
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This i1s an implementation of a CODA Cell in the CAS
scenario

& Monitoring Ops Layer - Base Station Call Processing with Preset Data - Red scenario

Previous Event Results Error Report BS Line Usage |
85: 001 [cartebuy  Lines [70 Blocks [30 Calerid No: L | | B R
: a 1
Tupe: lpruvlm:\al Free: ’T Free: W Caller Tel: TTaaREEdEE " TR ’— W O#a
|07B3EEE4356 Em Mo: ja B ©om ofulions
Date: [16/03/2002 Danger; [ =) Danger. 5 Service Tvpe: [voice Er T — i
Timeband: 109001200 T 4 Use T e — 2 Iy s
imeband; ser Type: =
Status: Divet, | 2 bronze Ereveity o ENNES Inititor: (7396554356
Device Type: handset . |—‘
‘ellows: ,T Max: W : Ust Ersg ’T m Service Type:
AL S {eine @ Start time: [0%:01:34 IN? il message sent ko uger 3 5
e b e 2 juieRo End Time: [ Critical Success Factor User type:
= - jaceepting CSF Level [ & I e |
ENext M;;’vuaL Recfig? ,T Duration: ’7‘ m‘ ,—‘ R
 Exent Clock - 1—‘ ake/Model.
—— Mode: [Faral Bandwidih; 2 B 5
09:01:44 E Evertlype:  lond
Errars: ] Line Mo 3 [n k
BSC CalLog T Tab1 1 BSE Status History if BSC Special Filter
Base Station S pecial Filter
SMS “Woice AP Fax it - JPEG “ideo MP3
Gold i i I i i i i i
sl ” ” ~ i i ” ”
s e " " " = r [-: [
Special filker(threat] lied
Blocks  [1 [z [z I B E 7 3 pecial fiker(threat] applie
Filter Stat  lexp

The BSC cell filters and critical success fact@s be viewed and adjusted by an
operator as the system manages calls. Otherwigstadint is fully automated
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Failure CODES

The special filter settings
are Adjusted by the
CODA intelligence cells

Depending on the types of
failures cells are
reporting.

An example of the call
failure types is shown
here

The failure details are
stored in the operating log
of the cell which failed
and sent to the
intelligence layers

Failure type

code Code description
0 Call ok
1 1 divert used
2 2 diverts used
3 Receiver busy
4 Receiver cannot take
5 Mobile device failure (caller)
6 Mobile device failure (receiver)
7 Receiver BSC rejects non-contract call
(BSC yellow/red)
8 Start BSC rejects non contract call (BSC
yellow/red)
9 Start BSC filters out a non contract call
10 MSC filters out non contract call (not in
demonstrator)
11 Receiver BSC fails to divert contract call
12 Caller BSC can’t divert a contract call
13 Caller BSC filters out a contract call
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senice request User cell details BSC cell details
BSC
status
{Red
user online i Green
senvice type user filters  |status logs |user logs BSC filters |Yellow} BSC logs
ok ok yes ok G yes
oK oK yes ok R/Y yes
oK oK yes ok R/Y yes
ok busy/offline |yes ok 0 0
receiver filter Olyes ok G yes
oK oK yes ok Y/R yes
oK oK yes ok Y/R yes
oK oK yes ok any yes
oK oK yes not Y/R yes
oK oK yes not Y/R yes
oK oK yes ok Y/R yes
MSC cell details Cell failure code
Calls may fail MSC
; status
In any one of {Red
Green
the three MSC filters |Yellow} MSC logs |Failure codes
Interacting oK o yes 2
. ok G yes 1
operational ok G yes 2
. ok Olyes 3
Ce”S- ok G yes 4
MS,BSC,MSC ok < yos !
! ! ok G yes 8
0 Olyes 9
ok G yes 11
ok G yes 12
0|G yes 13
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Testing a Complex System

Proof of Intelligence

The sub-system adapts to the variety in this enunent. As
calls are executed, the sub-system attempts td smlapd
modify the environment by either restricting or en@ging
usage to make effective use of the lines and battdwi
available by means of special filters.

city donnt own crisis  weekday 30/01,/2003 1500-1800 0 6 wyy yyn
westend dovwntown crisis  weekday 30/017°2003 1500-1800 0 B wyy yyn
ealing down town  crisis weekday 30/01/20031500-1800 0 B wyy yyn
finchley suburban crisis  weekday 30/01/2003 1500-1800 8 B wyy yyn
barking suburban crisis  weekday 30/01/2003 1500-1800 0 B wyy yyn
maidenhead |provincial crisis  weekday 30/01/2003 1500-1800 0 B wyy yyn
aylesbury  |provincial crisis  weekday 30/01,/2003 1500-1800 0 6 wyy yyn
luton provincial crisis  weekday 30/01,/2003 1500-1800 0 6 wyy yyn
chelmsford | provincial crisis  weekday 30/01,/2003 1500-1800 0 6 wyy yyn
tilbury provincial crisis  weekday 30/01/2003 1500-1800 0 6 wyy yyn
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Testing a Complex System

Proof of Intelligence

Complexity Type

As Demonstrated in Scenario

Complex Data

Must identify learn & adapt filters to balance
network usage

Complex Call data, user data, performance data, is hieiGack
Data changes by time & by perspective
Complex Impossibility of correctly predicting hardware iaié
Interactions or environmental conditions & possibility of seeing

new trends
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The Application Programs

The intelligence cycle was demonstrated in threeatestrator
programs

CODA Red

This shows response to ‘threat’ environmental cioors

CODA Blue
This shows response to the different types of systeage

Coda Green

This shows intelligent adaptation
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CODA Red

Objective

Critical Success Factors

Coda Definitions

Identify pattern from
Range of measurabl

Select from range of
epossible operating

Apply run time
variable from range

environmental conditions of possible
conditions measurable operating
values
Coda Red Example | Detect threat Threat = three base | Adjust

(identify) maintain
minimum service
under failure
conditions

dimensions

stations orange or
one base station red

Contract filters
Special filters
Device filters

Each program is pre-set with slightly differentexdtijves in order to show
different aspects of the intelligence cycle
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CODA Red shows how the systems BSC cells autonfigtatiaert calls when
the system is busy

s Layer - Base Station Call Processing with Preset Data

- Base Station Details Previous Event Results Error Fiepnrt BS Line Usage I.ncnming Event Close
BS: fio07 fiotenham  Lines: [70  Blocks: [30°  Callerid Mo Fm— | Enside — Fuﬂe E’l_rlhn: sacamd
Type: provincial Free: r? Free: rﬁ‘ Caller Tel B & o Fr §
17696554350 Ent M o e S tane
Date: 16/03/2002 Danger: IT Danger: [W Service Type: J‘— - "— &
iz T [ae] Ern Type: J-—
Tireband: 103001200 =5 =t =t liserit fgod T 2 [y fisz
imeband: ) X ser Type: gold Ers (i 0
Control Panel Status: Divert [ 2 Devion T [ e i [3 [y fiss Initiatar: 7ESEE5435]
| Faster e [0 i P Jap ap: 1Llsr Enr Mzg & [y s |
Fausedut art bime: 10:13:33 Mo eror message sent bo user i
. I El
Switch Mode Stas: 2NN O s fi2154 Critical Success Factor s [ User type:
I‘W End Time: 10:21:54 ﬂ? ’-n— ’-—
Mext Manual . Wi ] CSF Level [ Device tupe: —
EventClock | =9"  [n- et 7 In e
102218 | dode  [Morual Bandwidti 12 diverted = w1 | ™"
ﬂ ST o 008 Ling Mo 4 rET F ’-— Eventtype:  jend
BS Call Log 1L Device Profil 1 BS Status History 1 Base Station Fiter
calid]caller [tartTime endTime | serviceT| dthl sed] erGtatu] e an| callD ate | ieceiver | duration | deviceT [userTyp]  bsMo|reconfi| e ppe [reconfig] enGever reconfig] csivalue| makeModel a
» TEF | 0789655 10:13:33]10:21:54 jpeg n 0900-12 [16/09/2{ 0700655501 |laptop | gold 1007 ] ] ] 0 0 DellIrspiror |
143 0729E5E10:14:09/10:153:29 voice 2ln 0300-12 | 16/09/2| 078365¢[ 320 handset | bionze 1007 |n 1] ] 1] 1] 1] NEC 30000
144 078965E 10:14:30/10:16:38 | voice 2ln 0300-12 | 16/09/2; 078965E | 128 handset | bronze 1007 |n a a a a o MEC 30001
146 0789658 10:15:35 10:17:52 | voice 2n 090012 | 16/09/2| 0789655137 handset | gold 1007 |n 1] 1] 1) 1] 1) MEC 1000+
147 | 07B9E5E 10:16:08/10:15:32 voice 2in 0300-12 | 16/03/2| 0783658 | 206 handset | bionze 1007 |n 1] 1] 1] 1] 1] HEC 30000
148 078965 10:16:36 | 10:20:44 | wwny 3n 0300-12 | 16/09/2| 0BOB7EE| 248 palmtap | silver 1007 |n a a a a a Samsung 2
1490729655 101702 /10:19:58 | voice 2in 090012 | 16/09/2| 0729655 175 handset | silver 1007 |n 1] 1] 1] 1] 1] MWEC 30001
150| OF29E5E 10:17:31 | 10:20:33 | voice 2in 0300-12 | 16/09/2| 0783658 152 handset | bronze 1007 |n 1] 1] 1] 1] 1] MEC 1000
161078965 10:18:02/10:19:51 | voice 2ln 0300-12 | 16/09/2| 078365E | 109 handset |bronze 1007 |m 1] a a a o WEC 1000
152 0789655)10:19:39 woice 2n 0300-12 | 16/09/2| 078965¢ handset | bronze 1007 n 1] 1] 1] 1] 1] MEC 30000 ||
L 153/ 0FB9E5E 10:20:08 woice 2ln 0300-12 [16/09/21 0733652 handset | bronze 1007 n 1] ] 1] 1] ] MEC SDDDl]L
4 »

Do oldiUs [Od

Date|TimeBand Location BSNo|Type Mlines| LinesFree MNBlocks BloclsFree| -
» 16/09/2002 | 0300-1200 city ecl 123 dovan towen 1o 1o a0 300
16/09/2002|0900-1200 caovent garden 65| davun bown 10 10 30 30 ]
16/03/2002| 03001200 axford gt 459] dovin town 10 10 a0 a0
16/09/2002| 0900-1200 wictoria 925 dovin town 10 10 a0 a0
1E/09/2002 | 0900-1200 cambridge 230| provincial 10 9 30 28
16/03/2002 | 0900-1200 canterbury 999| provincial 10, E] 30 28
16/03/2002| 0900-1200 edinburgh 121 | provincial 10 10 30 30,
16/09/2002{ 0300-1200 highbury 709 suburban 10 10 0 0
16/03/2002| 03001200 tattenham 911 suburban 10 5 a0 18
TRANA/2NN2 1 NANN-1200 wirnhlednn A42| suhirhan n n an an J_'H-
4 »

Each BSC cell has three possible operating comditiced, yellow and green
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The MSC decides which base station to divert ¢alend
keeps track of the overall system traffic

Mobile Switching Centre View:

~MSC Details

M5C ID: [ Time Band: [03001200  Tot Line Capacity: it Reconfig Status: [0
MSC Hame: ]m Op Mode A: WTD[ Bwidth Capacity: [3on Alert Condition: o
Location: [0k~ Op ModeB: [Ready Tot Lines Free: o
Status: lacive  Error Status: [0 Tot Bwidth Free: o0

" Current Call Connection Log

CalllD Sender BSC Receiver BSC Fiec Status Em Status Reconfig Status Eir Type Reconfig Type  C5F Value
|33 [Tattenham ]Envenl Garden fank F F ] [none ]
MSC Connection History
Date Time| TimeE and CallType OrigBSC SendBSC RecBSC UsrType Calid] «
[3 16/03/2002 10:01:10]0300-1200 auth wimbledon wimbledon wimbledon silver 79| e
16/09/2002 10:01:01]0300-1200 auth covent garden covent garden covent garden silver 151 —
16/09/2002 10:53:03] 0300-1200 auth UMTS UMTS UMTS silver 152
16/09/2002 09:00:00;0900-1200 auth cambridge cambridge sibver 153
16/09/2002 03:00:00{0900-1200 auth canterbury canterbury silver 154
16/09/2002 10:59:03 0300-1200 auth gold 188
TCna NN A0, AGHnann 19nn Ry [ [rosmw— [romnE— N TEC
o | o[ ]
User Identification Register
UserTvpe UTOK[Subtype [TelNa Paszword |Uzetame|suthCode | DeviceT | MakeMod| BS utran Active onling §MmE woice wap mp3 Fan -
P |zilver 0fgold24c  |07BIEE54 | eba abe okabeck |laptop Sony Yaio| covent galy Y Y y y y h y FE|
gold Ofstandard |07836554 | demha  |ahmed  |okahmed|laptop Dell Inzpin| cambridge |y Y Y y ¥ y 1l Y =
bronze Ofstandard |07BI6554 | neclhia aileen okaileenol|handset  [Bosch 128 victaria  |n ¥ I y v n n n
brorze 0 standard | 0789555412 al ckaliok [laptop | Dell Inspin| covert ga|n y u y I n n n
bronze 0 standard |07B96554 | nalla allan okallanak |laptop Sony Yiao|wimbledor | n ¥ Y y Y n n n
bronze 0fstandard | 07896554 | yma anny okamyok |laptop Sony Yiao| canterbun | n Y y y y n n n =
Vi E TS R P Ty ) PR PSS oy [~ PO [TV 1= B P = i R " gt z P
1 +[]
- BS Status Log
D ate| TimeBand Location BSMo|Type Mlines LinesFree MEBlocks BlocksFiee -
[ 09001200 city ec 123 down town 10 1 30 B
16/09/2002| 0900-1200 covent gaden 365 | down town 10 2 30 7 =
16/09/2002] 0300-1200 oxford st 458 down town 10 1 a0 4
16/09/2002| 03001200 vickaria 525 down town 10 2 a0 E
16/09/2002| 0300-1200 cambridge 230 provincial 10 4 30 14
16/09/2002| 0300-1200 canterbury 993 provincial 10 i) 30 28
16/09/2002| 0300-1200 edinburgh 121 | provincial 10, 1 30 5
16/09/2002| 09001200 highbury 709 suburban 10 0 30 7
16/09/2002| 03001200 tattenham 911 suburban 10 9 30 7
ARMNAL2N2 1 NANN-1200 wimhladnn R42| suhuthan n 2 an [ T
o | v[]

Adjustments to special filters are managed by ti&CMising CODA
advice
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CODA Red shows how CODA manages if a base stafals’™

a: Service Menu
Ol
[H[4]UIR > M| B futions
0

be
Wiew UIR 5 7896554322
2 S
BN 1 234567530

MTS Scenario
The

Mob Dev Filters sp Service chaing [not shown] sent with &

new filters [see MSC screen] _E ecial Filter
c=contract  sms F -

dedevice  ugice Device: laptop
sp=special

Model  [Dell Inspiron
MB special ' Dell Inspiron
filter abways )
avenides BSC: UMTS

contract ipeg
Discontinue UMTS scenario? flter video Thand:  10900-1200

UserTyp| Subtype [TelMo  [Passwan|UserNan | AuthCod | DeviceT | MakeMo anling mp3 wid -
B |silver 1|gald24c | 0789655 eba abe okabeok | laptop | Dell lnsp | UMTS |y y y ¥ [ y n ¥ n y n |
gold 0| standard | 0789655 demha  [shmed | okahmec|laptop | Dell Insp | cambridc |y I I I y I n I y I n
bronze 0| standard | 0789655 neslia  |ailleen | okaileen|handset |Bosch 1:| victoia |k y y ¥ Y 1] n h 1] n n
bronze 0| standard | 0789655 | ila ali okaliok |laptop  |Dell Insp|covent gjn y y ¥ ¥ n n n n n n
bronze 0| standard | 0789655| nalla allan okallanol|laptop | Sony Yia| wimblede | n y y ¥ ¥ n n n n n n
bronze 0| standard | 0789655 yma amy okamyok|laptop | Sony Yia|canteribu|n I I I y n n n n n n
silver 0] standard | 0709655  einna | aninie
dna 0l dna 0B087E5| dna AOL dna dna dna dna dna dna dha dna dna dna dha dna dna dna dni
silver 1| standard | 0789655| arabrab | barbara |okbarbar|palmtop | Samsune | wimblede |y y y ¥ ¥ y n ¥ n y n_ -

-

DeviceT ype Makeodel

sms | GSM| UTR|voice |3SM1[UTRT [wap [35M2[UTR2[fax  |SSM3[UTR3|mp3 |35M4[UTR4|www |35ME[UTRE|jpeg |35ME[UTRE|video [35M «
handset Dell Inspiion 2600 [y 3456 oy 4567 oy 3456 Oy 3456 Oy 3456 1937[y 3456 oy 4567 oy 1937 |
» |laptop Dell Inspiion 5000 |y 2345) 2976(y 4567| 2345|y 4567 4987|y 3456 1234|y 2345 3140[y 4567 4987|y 4567 2345|y 345
laptop Sony Yaio 1500 I 3456 Oy 3456 Oy 3456 Oy 3745 Oy 3456 Oy 3456 Oy 3456 Oy 374
laptop Sony Yaio 2000 y 4567 4387y 1234| 4387|y 1234 3140[y 4957 3456[y 4567 4387|y 1234) 3140[y E308) 4387|y 458
palmtop Erikzon 123 y 1234 Ofy 3456 Ofy 2345 Ofy 2345 Ofy 2345 Ofy 4567 Ofy 3456 Ofn
palmtop Erikson 175 ¥ 3456/ 4008|y 4567| 3456[y 3456 1937|y 3456 45987|y 3456 1937|y 3456 3745|y 4567 3030[y 345
palmtop Samsung 230 y 4567 Ofy 3140 Ofy 3745 Ofy 374 Ofy 374 Ofy 1234 Ofy 3456 Ofn
palmtop Samsung 231 » 3140 4387|y 2345| 3456[y 4987 3745[y 4557 3456[y 4987 3745|y 4567 3745[y 4567 3456|n -
4 > |7

Only one rule is triggered in CAST — this is thites users with device
capability are reconfigured for UMTS services
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This slide shows the MSC adjustment to user p®fiethe

event of a base station failure

CODA Layer 1 - User Authentication Process
MSC Details
z = f e = User Requesting Authentication
:gg :‘Da-m_ 1 g" :z:: ‘;; Onine I:: ;‘::13"’3:"3-_ oo [seiNara: Ahmed Make/Modsl Dell Inspiran 5000
s EUDa-TEL E::m e Ready i Fme‘_’ e 1300 Pudused:  demha Tel Mo 07896554306 oaa
& U =0 _ : 1u) Uset Type:  gold BSLC: [GEm oiutions
Time Band: [p900-1200 Renfg Stat: o Tot Bwidth Free:  [200 i
Alert Cond: |0 Status: & ctive Mk Melcome Back AHMED!
User Type Filters Bytimeband, contract and day type [anly weeekday dats shown] =
usertype daytype timeband sme|voice |wap [fax  [mp3 [wwew |jpeq |video . Current Call Connection Log
aold weekday  |0300:0600 |y Y ¥ ¥ ¥ ¥ y ¥ | Callp: [i7g Call Type:  [auth User Typet [qold
gold weekday  |0B0C0-0300 |y ¥ ¥ ¥ ¥ ¥ ¥ v | Dae 16/09/2002 Origin BSC: [ambridge Renifg Stat: [{
b |goid wechday (0004200 |p v Lw v In v Wb IR FE| i RERE Sender BSC: [zambridge Fail Tupe: [0
| :|a|d weekday 112001600 |y v v v v ] v n '{7 Time Band: [0800-1200 Recw BSC [cambridge EnStat g
MSC Authentication Log
Diate] TimeB and TelNo LoginTime LastCont LogoutTime|LocalBSC AuthCode -
16/09/2002( 0300-1200 07896554348 10:59.03 10:59:03 10:55:03]UMTS okevack i)
16/03/2002| 0900-1200 07896564322 09:00:00 05:00:00 05:00:00] covent garden okabeok
16/09/2002| 0300-1200 07836064322 10:55:03 10:55:03 10:65:03/ UMTS okabeok
» 16/09/2002 | 0900-1200 07896554 306 09.01:02 09:01:02 09:01:02 cambridge okahmedok =t}
=
BS Status Log
Date|TimeBand |Location BSMo|Type Miines| LinesFree|  MBlocks| BlocksFree| inesDanger| BWwDanger| Dnline Active AlertStatus [ Diversion -
16/09/200210900-1200 | covent gard 3E5| down town 10 30 23w ¥ qreen i =
16/09/2002{0900-1200 | axfard st 459 dawn town 10 10 30 30 7 23y Y gieen y —
1B/09/2002| 0900-1200 | wictoria 925/ down town 10 10 30 30 7 23y Y aieen y
B |16/09/2002|0900-1200 |cambridge 230| provincial 10 3 30 28 7 23w y qreen W
16/09/2002| 0900-1200 | canterbury 999| pravincial 10 E] 30 28 E 23y Y qreen u =
Device Filters Make/madel specific peinlers ta software rautines wihin moble device
DeviceType |Maketodsl sms | GSM| UTR|voice |35MT|UTRT|wap |3SM2IUTRZ|fax  |3SM3[UTH3[mp3 |SSMA|UTR4)w |35M5|UTRS|jpeg [3SME|UTRE| video |35M7|UTRY| <
handset Dell Inspiron 2501 3456 oy 4567 oy 2456 oy 3456 oy 345E| 15937y 3456 Oy 4567 oy 1837 [t
laptop Dell Irespiron 5001 2345| 2976y 4567| 2345y 4567|4387y 45| 1234y 2346] 3140(y 4567| 4387y 4567 2345y 3466 1234
laptop Sony Waio 1500 |p 3456 Oy 3456 oy 56 Oy 745 oy 456 Oy 56 Oy 2456 oy 3745 0
laptop Sonp Yaio 2000 |y 4567| 4587 |y 1234| 4587y 1234 31400y 4987| 3456y 4567| 4587y 1234} 3140[y E308 4987y 4587 3456
palmtop Erkson 123 r 1234 Oy 2456 Oy 238 oy 2345 Oy 2345 Oy 4567 Olw 3456 Oin 0 1]
User |dentification Register User device type and maked model are unknown to the M5C unhl user attempts to authenticate
UserType UTOR|Subtype TelNo Password Usertame AuthCode DeviceTyne  |Mak|BS ubar[Acti|anlinfsms | voicy wap |mp3 [fax [jpeg -
silver 1[gald24c 07896554322 [eba abe okabeok laptop Dell [UMTly |y |y lu |y |u no |y n i
» |gold 0} standard 07896554306 | demha ahmed okahmedok  |laptop Del fcamlly  Jy  w |y p |w noly e
bronze 0| standard 07896554296 | neelia aileen okaileenok. handset Bosc|victcin |y y W v n n n n
‘ blronze 0l standard 072365542374 lila ali akaliok laptop Dell lcoveln fy Jy fw Jy fn In In In |L
A »
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This shows another possible scenario of networkraaon

Previous Event Hesults Exor Repoit BS Line Usage
BS: 007 lottenham Lines: [10°  Blocks [30 Callerid Mo i En Slalusp o Line Online  Callid
: : o [y [

e [ Ocia
Tupe: provincial Free ,T Free: ,1_5 Caller Tel: 07896554350 Err Mo m |1_ ]T T e
Date 16/05/2002 Darger] 5 Danger [ 6 Semice Type T

Fm— .. Ad B L i F [ F&
Timeband: [D300-1200 BS User Typie: g ; T
Stis Diveit, | 2 o Er Severity: [7 [y fiss Initiater: 7EGEEE4 57
Device Type:
‘rellovs: il Iax: [10 alath o SRR [+ [y [is3 Service Type: |voice
Start tirne: I
e | g 2O T | b T e ——
Switch Made dverting Erd Time: — F ’T e
CSF Level: Drevice ype:  handsst
- Recfig? [ Duration 7
Event Clock I . Mzke/Modet [NEC 3000L
— Mode: Faito Banduwidth d ive r-te d |
10:19:04 _ T Evenlbps [t
Errors: 1 Line Ho B G
i BSC CallLog Tab 1 | BSC Status History | BSC Special Filter
CODASCAST
Base Station Special Filter
Woice M5C has nowhere ta left to divert - network at full capacity - Reduce bs Filters - log Gold and silver UMTS capable

Goid 5 v users onto UTMS BSC

Silver v v

Bronze

g | 3
== pplied

Blocks [T |2 T T T T T R

Filter Stat  |e=p
Do ldiUS TO0-

ate| TimeBand Location BSMo| Type Mlines| LinesFres MElocks| BlocksFiee -

» 16/09/20020300-1200 city ecl 123 dowr town 10 1 a0 B

16/09/2002/0900-1200 covent garden I65| down town 10 2 30 & =l
16/09/2002| 0300-1200 onford st 458 dowr town 10 1 a0 4
16/09/2002/0900-1200 victoria 925 | dovan towry 10 2 20 B
18/03/2002/0900-1200 cambridge 230 | provincial 10 4 30 14
16/09/2002|0900-1200 canterburn 999 | provincial 10 9 30 28
16/09/2002| 0300-1200 edinburgh 121 provincial 10 1 a0 5
16/09/2002|0300-1200 highbury 709 suburban 10 0 a0 7
16/03/2002| 0300-1200 taottenham 911 suburban 10 5 a0 ]

1RAMNA20NZ [ NANN-1200 wimblernn Rd? | zuburhan n ? an R 2t

1 [}

The same rule has been triggered
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CODA Blue

Objective

Critical Success Factors

Coda Definitions

|dentify pattern from
Range of measurabl

Select from range of
epossible operating

Apply run time
variable from range

environmental conditions of possible
conditions measurable operating
values
Coda Blue Example | Threat opportunity | BSC status Contract filters
(learn) maintain normal MSC status Special filters
balanced usage of MS status Device filters

lines and bandwidth

CODA Blue shows adjustment to special filters aume
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& CODA Layer, 1 - Operations - Operational Layer Map El

‘ Ociad
ofutions

=‘ you are here (click on item)

There are two types of feedback:

The feedback loop under threat, when emergencyagidters are imposed,
The opportunity feedback, when special offer fdtare imposed
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CODA Blue shows the normal feedback based on asady£all
patterns

=l CODA Layer 1 - Operations - User Role - MD futhentication E]

Checks id and activates user, returning special filter
based on network usage, authentication code and
service chains to mobile.

Sends adjusted BSC filters to BSC. Connects Call\ll?SC

Logs squawks in UIR, errors in error log. _

Forwards and logs call connect requests to MSC. BSC
Forwards authentication request to MSC.
Forwards squawks and error log to MSC.

SIM sends authentication request to BsCY!oPile Device
Makes calls { squawks to keep in touch
sending any records in its error log.

Most adjustments are made in the initial authetiiogprocess

Proceeding of the SDR 03 Technical Conference aoduet Exposition. Copyright © 2003 SDR Forum. Riphts Reserved



The user authenticates when he logs on to any ddrsigdevice

Marme: ahmed

Contract: ol ai:::‘t/:fcg?ns

Tel No: (7596554306

Fassword: FEEEe;

QO line?

Only one device may be logged in by the same usamnagiven time
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The system returns any special permissions, speffteas,
reductions, advice etc at the log in and at thenmagg of a timeband

Pseudocode T Mobile Device T Base Station T MSC

Authenticating a User

ME In practice the user password iz held in
secure user details file along with full name
address, credit card details, etc

Check valid user and note BS

Identify device capability

Identify contractual permissions

Send special offers chosen by analysis of
user histony and network capacity history
(notyetimplemented)

oOm>

NB

Data iz zent by user [possibly
ah a newly purchased device)
every time hedshe initializes

Uszer may own several
dewvices, each with clone 51M
but only one may be active at
a time:
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An example of a special offer made within a timaban

My Mame: Caller;

AT (7306554201 [SEISRME (1797455321
My Contract; call Status: PRl
Service now: Call Type:

SeriitalMakengs CalTime: ERGpr

O A

o tions
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CODA Green

Objective

Critical Success Factors

Coda Definitions

|dentify pattern from
Range of measurabl
environmental
conditions

Select from range of
epossible operating
conditions

Apply run time
variable from range
of possible
measurable operating
values

Coda Green exampl
(Adapt) modify
behaviour according
to trend

bDetect clusters over
time

Depending on
Time
Group

location and forecast

details

Adjust
Contract filters
Special filters
Device filters

CODA green is designed to analyse trends to totagaponses

automatically
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In order to do this ten active base stations wark &ach
managing calls independently,

& CODA Layern 2 - Mohile Device Call Generator @

go a
Bfutions

R-F-0-0-0-0-0-0- @
<< F-N-F<N-0-0-0-
GR-N-0-0-0-0-0-0-F
< B=N-F-0<0-0-0-0-1
o f-N-0-0-0--0-|
<< <N Q<N-0-§-0-]
o f-N-0-0-0--0-|
< - <N Q<N-0-F-0-]
- W--R-4-0-]
Q- §=N-Q=4-0=-4-1
- N--0--0-]
< WoN<J-0<0-0-<0-0-!

/2003

1500-1800

e

g
o
@
=
E=l

< [

CEEEEET-T-E

e

=1 -]

< |
DEENENEE:

S0-0-0-1-0-0-1-
= N-0-0-0-0-0-0-I
<J-§-0-0-F-0-§-E

= N-0-0-0-0-0-0-I
= N-0-0-0-0-0-0-I
= J-1

User Tppe:  Inibiator: Service: Call duration: End Time: 1

¥ Event Type: I £
I S EEEEE N I CT CITTEE S - [

on

:00:00

date timeband initiatar Teceiver tirne: servicetype
09/01/2003 0000-0300 30796563303 22939032221 00:01:00 woice

09/01/2003 0000-0300 3079E5E3303 22939032221 00:01:10
09/01/2003 0000-0300 57397584439 34892114711 00:02:00 woice
09/01/2003 0000-0300 57397584439 34892114711 00:02:08
03/01/2003 0000-0300 20256847085 57397684519 00:03:00 woice
05/01/2003 0000-0300 20256847085 57357584619 00:03:08

The MSC managed the ten base stations and 18@scadlen making calls
generated by the call generator shown above
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The MAC manages calls and applies special filtarthe basis
of CODA Iintelligent advice

The MSC is a
‘cell’, with a
status log,
failure log and
filter settings,
just like the
BSC

The special
filters are
shown here

System Data Store

g [l

id

®

09/01,/2003

[EEEG O

oA

Dfutions

| |date timeband initiator 1eceiver tirne servicetype event
03401 /2003 1600-1200 20711037191 80067712022 18.00:16 end
09/01/2003 1500-1800 80057712029 20056556585 18:00:18 end
03/01 /2003 1600-1800 29076439765 80057712022 18:00:24 end
08401 /2003 1600-1200 S0067712028 20176730885 18:00:24 end
09/01/2003 1500-1800 80057712036 80057712025 18:00:25 end
03/01 /2003 1500-1800 94196554546 21835301207 18:00:27 end
03401 /2003 1600-1200 B0067712025 94196554452 18:00:29 end
09/01/2003 1500-1800 20176730885 85307772018 18:00:33 end
03/01 /2003 1600-1800 23236098185 94196554548 18:00:35 end
05401 /2003 1600-1200 30796563232 307IE5E3302 18:00:33 end
09/01/2003 1500-1800 22196367211 34892131311 18:00:42 end
03/01 /2003 1600-1800 23633164185 ISP 18:00:44 end
08401 /2003 1600-1200 29076433754 20711037191 18:00:46 end
09/01/2003 1500-1800 80057712031 34892121351 18:00:50 end
03/01 /2003 1500-1800 T4E9E554521 57397584379 18:00:56 end
03401 /2003 1600-1200 21463702201 57397084673 18:01:01 end
09/01/2003 1500-1800 853077727 20859570193 18:01:02 end
03/01 /2003 1600-1800 29076439759 29076435757 18:01:04 end
03/01/2003 1600-1200 SR307FF2011 B5196054434 18:01:19 end

I

westend T aplesbury T chelmsford T lutan T maidenhead T

tilbur

T barking T ealing T finchlzn T

ks

Free lines

Free bandwiclth

B

[z

Special Filter

sms voice wap fax mpd www jpegvideo
God W M M W W VM W W
Siker W W VM W W VW ¥ W
Branze ¥ W NV T T T N W
Blacks ' B Rk B F [+ B [

Successful
calls are
logged here

Filter settings are decided by intelligence cdiltha higher layers
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This diagram shows the flow iof intelligence anavhbcan be
delivered transparently

. CODA Layer 1 - Operations - User Role - MD Feedback Loop @

CODA intelligence

call
failure |
||||1

_ routine

call —||lﬂ| help ilizle

failure |
||||]

call ‘||lﬂl
failure | 5
Io 1]

Mobile Device
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The system is able to respond to non linear waf/ealls
effectively by imposing crisis filters

Crisis filters ensure that users get services tatbduced to voice and sms for many — we have
assumed that this is preferable to total loss nfice —privileged users retain all services
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senice request User cell details BSC cell details
BSC
status
{Red
user online Green
senice type user filters  |status user log BSC filter [Yellow} |[BSC log
ok ok yes [\ ok G yes
ok ok yes ok R/Y yes
ok ok yes ok R/Y yes
ok busy/offline |yes ok 0 0
receiver filter Olyes ok G yes
ok ok yes ok Y/R yes
ok ok yes ok Y/R yes
ok ok yes ok any yes
ok ok yes not Y/R yes
ok ok yes not Y/R yes
ok ok yes ok Y/R yes
MSC cell details Cell failure code
MSC
status
{Red
Green
MSC filter |Yellow} [MSC log Failure code
ok G yes 0
ok G yes 1
ok G yes / 2
ok Olyes 3
ok G yes 4
ok G yes 7
ok G yes 8
0 Olyes 9
ok G yes 11
ok G yes 12
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CODA Green Adaptive Response

The CODA Green responses are based on compleauialtgsis which
allows the system to make predictions on the.data

Available green

16,/01/2003 lines
city 18
westend 18
ayleshury 7
chelmsford 7
luton 7
maidenhead 7
tilbury 7
harking 12
ealing 12
finchley 12

Recommendation:

bw
B3

B3

34

35

34

35

34

a0

a0

a0

Max used®
lines bw
B1.1%  48.5%

B1.1%  50.0%

85.7%  BO.0%

100.0%  B29%

100.0%  B5.7%

100.0%  B5.7¥%

100.0%  BO.0%

91.7%  7B.0%

2M.7% 78.0%

91.7% TB0%

special filter
Larger revision
B1.1% Expand

B1.1% Expand

85,7 % Expand
100.0% Ma change
100.0% Mo change
100.0% Mo change

100.0% Ma change

91.7% Expand
91.7% Expand

891.7% Expand

alter special filters as suggested

Recommendations
are based on analysis
by usage,

comparison and

forecasting cells
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Analysis is carried out on call data which is stoned carefully
to ensure that only mission critical data reacheartelligence
Ce”S A | B € o] E F G

1 |date timeband initiator receiver time servicetype event
2 |09/01,2003 1500-1800 57397584679 94196554116 15:00:14 video start
3 |02/01/2003 1500-1800 20036527535 29076435762 15:00:15 jpeqg start
4 02/01/2003 1500-1800 57397554519 80057712027 15:00:17 voice start
5 02/0152003 1500-1800 34892127991 23533164185 15:00:18 jpeqg start
6 |02/01/2003 1500-1800 20265438185 30796565258 15:00:19 jpeq start
7 02/0152003 1500-1800 34892124671 30796563258 15:00:20 video start
g 02/01/2003 1500-1800 85307772014 85307772016 15:00:21 jpeq start
2 02/01/2003 1500-1800 B3636907657 29076439756 15:00:22 voice start
10 |09/01/2003 1500-1800 85307772006 20136672785 15:00:23 voice start
11 0940142003 1500-1800 20056556585 573975843559 15:00:24 video start
12 |09/01/2003 1500-1800 63636907655 30796563301 15:00:28 jpeg start
13 0940172003 1500-1800 21602235203 ISP 15:00:30 weap start
14 |09/01/2003 1500-1800 20136672735 B0057712026 15:00:34 voice start
15 |09/01/2003 1500-1800 34592134631 85307772013 15:00:36 video start
16 |09/01/2003 1500-1800 57397584519 80057712027 15:00:36 end
17 |09/01/2003 1500-1800 17596554427 34892141271 15:00:38 voice start
18 |09/01/2003 1500-1800 63636907647 34892141271 15:00:40 jpeg start
190940172003 1500-1800 22076435757 20116905185 15:00:42 voice start
20 02/01/2003 1500-1800 30796563250 23087565223 15:00:42 voice start
21 02/01/2003 1500-1800 B3636907652 34892151231 15:00:44 voice start
22 02/01/2003 1500-1800 29076439763 17896554431 15:00:45 video start
23 02/01/2003 1500-1800 3636907647 34892141271 15:00:45 end
24 102/01/2003 1500-1800 30796563302 42196554476 15:00:46 voice start
25 \02/01/2003 1500-1800 85307772006 20136672785 15:00:46 end
26 |02/01/2003 1500-1800 80057712022 29076435754 15:00:458 jpeq start
27 02/01/2003 1500-1800 85307772014 85307772016 15:00:50 end
28 02/01/2003 1500-1800 42196554476 94196554116 15:00:51 jpeqg start
29 02/01/2003 1500-1800 20036527535 29076435762 15:00:52 end
30 02/01/2003 1500-1800 85307772009 20176730855 15:00:54 voice start
3102012003 1500-1800 80057712034 ISP 15:00:56 v start
32 02/01/2003 1500-1800 20056556585 57397584359 15:00:56 end
33 02/01/2003 1500-1800 20236818035 34892137951 15:00:57 jpeqg start
34 02/01/2003 1500-1800 202654358185 30796563255 15:00:57 end
35 02/01/2003 1500-1800 57397554359 34892137251 15:01:00 video start
36 02/01/2003 1500-1800 B3636907646 ISP 15:01:00 weaew start
37 02/01/2003 1500-1800 B3636907652 34892151231 15:01:02 end
358 02/01/2003 1500-1800 34892141271 29076439756 15:01:03 video start

CODA is able to deal with vast amounts of dataulopg ‘forgetting’
algorithms based on cognitive models.
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Conclusions and Future Work

The CODA concept of automated response in an adaiotielligence cycle
has been successfully demonstrated and provedfar as it is possible to
show a complex system response

Further work involves applying CODA to real systesnsh as third generation
mobile networks

It involves adding more sub-systems and co-ordwgatnem using the higher
layers.
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Virtual Map Of Brain

Planning training
objectives _I_ objectives

Focus of Coordinate of Execution of
objectives objectives objectives
Input Data —————————————— -
Quality of Service Profit management Trend analysis
Sub-system Sub-system Subsystem
Output Data

Pt

The CODA structure is based on cognitive models of
the human brain

Feedback
Loop
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Knowledge Sub-systems Decisions
manager + manager + manager +
CSFs SFs SFs

i ¢ i\ ¢ Feedback Loop ¢ /

Identify Coordinate sub- Adapt & prioritise
(new) systems objectives
hierarchies

Semantic
memory

Sub-system

Episodic )
history data

memory

Control
Layer

At the higher command and control layers, CODA $thtwe capable of simple
speech based interactions
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